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ShoreTel, Ingate & AireSpring for SIP Trunking

SIP trunking allows the use of Session Initiation Protocol (SIP) communications from an Internet Telephony
Service Provider (ITSP) instead of the typical analog, Basic Rate Interface (BRI), T1 or E1 trunk
connections. Having the pure IP trunk to the ITSP allows for more control and options over the
communication link. This application note provides the details on connecting the ShoreTel® IP phone
system through an Ingate box which is connected to both the LAN and WAN and acts as a gateway to

AireSpring for SIP trunking.
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Overview

This document provides details for connecting the ShoreTel system though the Ingate SIParator® to AireSpring for
SIP trunking to enable audio communications. The document specifically focuses on the configuration procedures
needed to set up these systems to interoperate.

AireSpring Overview and Contact

AireSpring SIP Trunking delivers on the voice over IP (\VoIP)/SIP promise of powerful features, simplicity of use,
low operating costs, fast turn up and efficient use of existing hardware. Our SIP trunking product enables full
scalability when used with ShoreTel IP telephony solutions, and addresses the evolving needs of growing
companies from the SMB to the Enterprise business. With AireSpring SIP Trunking, everything between the
customer and the AireSpring network is pure SIP, and this gives us the ability to least-cost-route public switched
telephone network (PSTN) interconnection for every call, globally, passing on the savings to the customer.

North America

For general sales questions, please contact AireSpring directly at:

Todd Stires

Sr. VP of Sales
todd.stires@airespring.com
(818) 786 8990 ext 391

For technical questions, please contact:

Dumitru Borsan

Director of Network Engineering
818-786-8990 ext. 250
dumitru.borsan@airespring.com

For Support questions, please contact:

Brent Shaw

Trouble Ticket Specialist
818-786-8990 ext. 245
brent.shaw@airespring.com
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Ingate Systems offers the only fully SIP-capable security products offering features important to enterprise
adoption of SIP trunking. The Ingate Firewall® offers a single device to protect the network and manage SIP
traffic. The Ingate SIParator® allows the enterprise to adopt SIP without replacing its existing firewall. Both
products include an SIP Application Layer Gateway (ALG), proxy and registrar that enable SIP signaling to
traverse the firewall. They also provide support for dynamic media port management to keep the network safe,
encryption for privacy, added routing capabilities to make the installation of SIP trunks simple and inexpensive, and
remote SIP connectivity so that the enterprise can offer SIP services to its remote workers.

North America

For general sales questions, please contact reseller or contact Ingate directly at:
Steven Johnson 603-883-6569 or Steve@ingate.com

WWW.ingate.com

Resellers who want to start selling this solution should contact:
Steven Johnson 603-883-6569 or Steve@ingate.com

WWW.ingate.com

EMEA

For general sales questions, please contact reseller or contact Ingate directly at:
Ingate Systems HQ +46 86007750 or sales@ingate.com

WWW.ingate.com

Resellers who want to start selling this solution should contact:
Ingate Systems HQ +46 86007750 or sales@ingate.com

WWW.ingate.com
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Vendor Product Information

Firewall® 1900
&

_ o SlParator® 90
Firewall™ 1600

& o 1 500 Calls*
Possible to SlParator™ 60 2 600 Mbit/s

SW upgrade Firewall® 1450+
2 500 Calls*
SlParator®45+ 385 Mbit/s

Firewall® 1450 .
&
SlParator®45

240 Ca
310 Mbit/s

Firewall® 1190 FE5Calls*
& | -
120 Mbit/s List Price
®
SlParator™ 19 ﬁ $6090.00 plus options
40 Calls* List Price
50 Mbit/s $3,390.00 plus options

List Price
f_ 3"""""-’ $990.00 plus options

Figure 1 - Ingate Firewalls and SIParators
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Architecture Overview

Providing a good solution to allow customers the ability to connect to SIP trunks offered by different ITSPs is
important. ShoreTel, Ingate and AireSpring have teamed up to build a solid solution, ShoreTel being the IP PBX
which sits on the LAN and connects to the SIP trunks provided by AireSpring via the Ingate SlParator/firewall.
The Ingate is then connected to the LAN and also the WAN, providing not only typical firewall capabilities but also
intelligent SIP routing and such SIP features as:

- Registration

- Digest Authentication

- Dial Plan Modification

- Back-to-back User Agent (Terminates SIP messaging on both the LAN and WAN side)

- Transfer conversion of SIP REFER to SIP reINVITE messaging (critical)

- Quick configuration templates for each of the certified ITSPs

The image below shows a high level drawing of a basic ShoreTel/Ingate /ITSP design. This drawing only
represents SIP and Real-time Transfer Protocol (RTP) traffic. The next section of this application note covers
actual deployment design options.

Hosted SIP Trunks

Ingate\ S|p

External Call

Headquarters Office

Figure 2 - Architectural Overview

Ingate has two products for this solution, the Ingate Firewall and the Ingate SIParator. From an SIP functionality
point of view, they are basically the same. The Ingate Firewall also provides normal data firewall functionality and
is recommended if the enterprise wants to replace their existing firewall. The Ingate SIParator is the solution for
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those who want to keep an existing firewall when adopting SIP. In this case, the Ingate SIParator will co-exist in
parallel with the normal data firewall.

The routing of SIP traffic to the Ingate SIParator can be accomplished in three primary ways. The first is the most
commonly deployed, though each configuration offers its own advantages for the enterprise:

e Configuration 1: Single leg/demilitarized zone (DMZ) only, firewall logs all activity
e Configuration 2: DMZ/LAN, reduced load on firewall

e Configuration 3: Two legged/standalone, SIP traffic separate from data traffic

Iw Ifm:—]/ Iriii/
LAM I I . Lad

Configuraticnt: DMZ Configuration 2. DMZILAN Configuration 3; Standalono

| Exiime fwvwad

Figure 3 - Ingate, 3 Possible Options

Requirements, Certification and Limitations

Any Ingate SlParator or Ingate Firewall model will work in this configuration. In a trunking scenario, it is required
to have the Ingate SIP Trunking module installed.

A few traversal licenses are included with the Ingate unit at delivery. Typically one traversal license will be needed
for each expected concurrent phone call on the SIP trunk. Additional licenses can be bought via your Ingate
reseller.
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Version Support

Products are certified via the Technology Partner Certification Process for the ShoreTel system. The table below
contains the matrix of Ingate Firewall and Ingate SIParator versions firmware releases certified on the identified
ShoreTel software releases.

AireSpring Certification Testing Results Summary

Ingate Firewall and Ingate SIParator version

451with 1455 460 |461 4.6.2

the patch ig-

patch-4-5-1-

shoretel-2

applied
ShoreTel 7.0 v v v v
ShoreTel 7.5 v 4 v v
ShoreTel 8.0 4 4 v v v

Table 1: Initialization and Basic Calls

ID Name Description Notes
11 Setup and Verify successful setup and Pass
initialization initialization of the system under test

(SUT)
12 Outbound Call Verify calls outbound placed through | Pass
(Domestic) the SUT reach the external
destination.
13 Inbound Call Verify calls received by the SUT are | Pass
(Domestic) routed to the default trunk group
destination.
14 Device Restart— | Verify that the SUT recovers after Pass
Power Loss power loss to the SUT
15 Device Restart— | Verify the SUT recovers after loss of | Pass
Network Loss network link to the SUT.
1.6 All Trunks Busy | Verify an inbound caller hears busy Pass
—Inbound Callers | tone when all channels/trunks are in
use
1.7 | All Trunks Busy | Verify an outbound caller hears busy | Pass
— Outbound tone when all channels/trunks are in
Callers use
18 Incomplete Verify proper call progress tones are | Pass
Inbound Calls provided and proper call teardown for
incomplete inbound calls.

960 Stewart Drive Sunnyvale, CA 94085 USA Phone +1.408.331.3300 +1.877.80SHORE Fax +1.408.331.3333 www.ShoreTel.com
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Table 2: Media and Dual-Tone Multi-Frequency (DTMF) Support

ID Name Description Notes
21 Error! Reference | Error! Reference source not found. Pass
source not found.
2.2 Media Support— | Verify call connection and audio path | Pass
SIP Reference to | from SIP Reference phones to an
SUT external destination through the
service provider using all supported
codes with both sides set to a
common codec.
2.3 | Codec Verify codec negotiation between the | Pass
Negotiation SUT and the calling device with each
side configured for a different codec.
2.4 DTMF Verify transmission of in-band and Pass
Transmission — out-of-band digits per RFC 2833 for
Out of Band/ In | various devices connected to the SUT.
Band
25 | Auto Attendant | Verify that inbound calls are properly | Pass
Menu terminated on the ShoreTel Auto
Attendant menu and that you can
transfer to the desired extension.
2.6 | Auto Attendant | Verify that inbound calls are properly | Pass
Menu “Dial by terminated on the ShoreTel Auto
Name” Attendant menu and that you can
transfer to the desired extension using
the “Dial by Name” feature.
2.7 Auto Attendant Verify that inbound calls are properly | Pass
Menu Checking | terminated on the ShoreTel Auto
Voice Mail Attendant menu and that you can
Mailbox transfer to the Voice Mail Login
Extension.
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Table 3: Performance & Quality of Service

ID

Name

Description

Notes

3.1

Voice Quality
Service Levels

Verify the SUT can provide a voice
quality service-level agreement (SLA)
across the WAN from the customer
premises to the SUT SIP gateway.

Pass

3.2

Capacity Test

Verify the service provider interface
can sustain services through period of
heavy outbound and inbound load.

Pass

3.3

Post Dial Delay

Verify that post dial delay is within
acceptable limits.

Pass

34

Billing Accuracy

Verify that all test calls made are
accurately reflected in the SUT’s Call
Detail Record (CDR) and billing
reports.

Pass

& Shorelel
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Table 4: Enhanced Services and Features

ID Name Description Notes
4.1 Caller ID Name | Verify that Caller ID name and Pass
and Number - number is received from SIP endpoint
Inbound device
4.2 Caller ID Name | Verify that Caller ID name and Pass
and Number - number is sent from SIP endpoint
Outbound device
4.3 Hold from SUT | Verify successful hold and resume of | Pass
to SIP Reference | connected call
44 | Call Forward - Verify outbound calls that are being Pass
SUT forwarded by the SUT are redirected
and connected to the appropriate
destination.
45 | Call Transfer — Verify a call connected from the SUT | Pass
Blind to the ShoreTel phone can be
transferred to an alternate destination.
4.6 Call Transfer — Verify a call connected from the SUT | Pass
Consultative to the ShoreTel phone can be
transferred to an alternate destination.
4.7 Conference — Ad | Verify successful ad hoc conference Pass
Hoc of three parties
48 Inbound Direct Verify the SUT provides inbound Pass
Inward *“dialed number information” and is
Dialing/Dialed correctly routed to the configured
Number destination.
Identification
Service
(DID/DNIS)
49 Outbound 911 Verify that outbound calls to 911 are | Not tested
routed to the correct Public Safety
Answering Point (PSAP) for the
calling location and that caller ID
information is delivered.
4.10 | Operator Verify that 0+ calls are routed to an Not tested
Assisted operator for calling assistance.
4.11 | Inbound/ Verify that calls with Blocked Caller | Pass
Outbound call ID route properly and the answering
with Blocked phone does not display any Caller ID
Caller ID information.
4.12 | Inbound calltoa | Verify that calls route to the proper Pass
Hunt Group hunt group and are answered by an
available hunt group member with
audio in both directions using G.729
and G.711 codecs.
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ID Name Description Notes
4.13 | Inbound Call to a | Verify that calls route to the proper Pass
Workgroup workgroup and are answered
successfully by an available
workgroup agent with audio in both
directions using G.729 and G.711
codecs.
4.14 Inbound Call to | Verify that inbound calls to a user, via | Pass
DNIS/DID and | DID/DNIS, routes to the proper user
Leave a Voice | mailbox and a message can be left
Mail Message | with proper audio.

4.15 | Call Forward - Verify that inbound calls are Pass
“FindMe” forwarded to a user’s “FindMe”

destination.

4.16 | Call Forward Verify that inbound calls are Pass
Always immediately automatically forwarded

to a user’s external destination.

4.17 | Inbound/ Verify that inbound/outbound fax Not tested
Outbound Fax calls complete successfully.

Calls

4.18 | ShoreTel Verify that inbound calls are properly | Pass
Converged forwarded to the ShoreTel Converged
Conferencing Conferencing Server, that it properly
Server accepts the access code, and you’re

able to participate in the conference
bridge.

4.19 | Inbound Callto | Verify that inbound calls properly Pass
Bridged Call presented to all of the phones that
Appearance have BCA configured and that the call
(BCA) Extension | can be answered, placed on-hold and

then transferred.

4.20 | Inbound Call to a | Verify that inbound calls are properly | Pass
Group Pickup presented to all of the phones that
Extension have Group Pickup configured and

that the call can be answered, placed
on-hold and then transferred.
Table 5: Security
ID Name Description Notes
5.1 | Digest Verify the SUT supports the use of N/A

Authentication

digest authentication for service
access for inbound and outbound
calls.
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Configuration Overview

The configuration information below shows examples for configuring the ShoreTel, Ingate and AireSpring. Even
though configuration requirements can vary from setup to setup, the information provided in these steps, along with
the Planning and Installation Guide and documentation provided by Ingate and AireSpring should prove to be
sufficient. However every design can vary and some may require more planning then others.

ShoreTel Unsupported Features

At the time of this writing, the following features are not supported, though support will be added in an upcoming
future release:
- Fax redirect not supported today via SIP trunks (though Direct Inward Dialing (DID) to fax endpoint is
supported)
- Office Anywhere

ShoreTel Configuration

This section describes the ShoreTel system configuration to support SIP trunking and is divided into the general
system settings and trunk configurations (both group and individual) needed to support SIP trunking.

Note: ShoreTel basically just points its individual SIP trunks to the Ingate SlParator.

ShoreTel System Settings - General

The first settings to address within the ShoreTel system are the general system settings. These configurations
include the Call Control, the Site and the Switch Settings. If these items have already been configured on the
system, skip this section and go directly to the “ShoreTel System Settings — Trunk Groups” section below.

&) Shorelel
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Call Control Settings:

The first settings to configure within ShoreWare® Director are the Call Control Options. To configure these

settings for the ShoreTel system, log into ShoreWare Director and select “Administration” then “Call Control”
followed by “Options” (Figure 4).

&) Shorelel”

Logoff Administrator

Administration

Users...

Trunks...

IP Phones...
Switches

call Control...

¢ Account Codes
< Hunt Groups

o Paging Groups
< Route Points

o Options | <e—

+ Yoice Mail.
+ Auto-Attendant Menu

Figure 4 -Administration Call Control Options

The *“Call Control Options” screen will then appear (Figure 5).

&) Shorelel
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Call Control Options o S Help
Edit — -

Editthisrecord _________________ [EESIUEREN

¥ Enable SIP Session Timer.

Session Interval [0 - 99997 |1sun seC
Refresher: IW
Voice Encoding and Quality of Service:
Intra-Site Calls: |64 Kbps (G.711) |
Inter-Site Calls: |64 Kbps (G.711) x|
F&x and Madem Calls: |64 Kbps (G.711) =]
Maximurm Inter-Site Jitter Bufter: |5ll frEeC
DiffSer f Tos Byte (0-255): |u

I Admission contral algarithm assumes RTP header compression is being used.

™ Enable Media Encryption.
—
™ Always Use Port 5004 far RTP.

Figure 5 - Call Control Options

Within the “Call Control Options” screen, confirm that the appropriate settings are made for the “Enable SIP
Session Timer,” “Intra-Site Calls,” “Inter-Site Calls” and “Always Use Port 5004 for RTP” fields.

The first step is to make sure that the “Enable SIP Session Timer” box is checked. Next the Session Interval Timer
needs to be set. The recommended setting for “Session Interval” is 1800 seconds. The last item to select is the
appropriate refresher (from the pull down menu) for the SIP Session Timer. The “Refresher” field will be set either
to “Caller (UAC)” [User Agent Client] or to “Callee (UAS)” [User Agent Server]. If the “Refresher” field is set to
“Caller (UAC),” the Caller’s device will be in control of the session timer refresh. If “Refresher” is set to “Callee
(UAS),” the device of the person called will control the session timer refresh.

The next settings to verify are the “Intra-Site Calls” and the “Inter-Site Calls” settings under the” VVoice Encoding
and Quality of Service” prompt. For the Intra-Site Calls, verify that the desired audio bandwidth is selected for the
CODEC for calls within the system. The settings should then be confirmed for the desired audio bandwidth
CODEC for Inter-Site calls (calls between sites).

Note: SIP uses both G.711 and G.729 CODECs. The CODEC setting will be negotiated to the highest CODEC
supported (fax requires G.711 at minimum).

Unchecking the box for “Always Use Port 5004 for RTP” is required for implementing SIP on the ShoreTel
system. For SIP configurations, Dynamic User Diagram Protocol (UDP) must be used for RTP Traffic. If the box
is unchecked, Media Gateway Control Protocol (MGCP) will no longer use UDP port 5004; MGCP and SIP traffic

&) Shorelel
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will use dynamic UDP ports. Once this parameter is unchecked, make sure that “everything” (IP Phones,
ShoreGear® Switches, ShoreWare Director, Distributed Voice Services/Remote Servers, Conference Bridges

and

Contact Centers) is “fully” rebooted — this is a “one time only” item. By not performing a full system reboot, one

way audio will probably occur during initial testing.

Sites Settings:

The next settings to address are the administration of sites. These settings are modified under the ShoreWare
Director by selecting “Administration,” then “Sites” (Figure 6).

&) Shorelel”

Logoff Administrator

Administration

s lsers...
Trunks...
IP Phones...
Switches
Call Control...
Yoice Mail...
Auto-Attendant Menu
Workgroups
Schedules
System Directory
Application Servers
Conference Bridges
SitES —
Syst Parameters..
Preferences

Figure 6 -Administration Site

This selection brings up the “Sites” screen. Within the “Sites” screen, select the name of the site to configure.
“Edit Site” screen will then appear. The only change required to the “Edit Site” screen is to the “Admission
Control Bandwidth” field.

Admission Control Bandwidth: 1024 kbps )

Note: Bandwidth of 1024 is just an example. Please see the Planning and Installation Guide for additional
information on setting Admission Control Bandwidth.

The
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Sites Edit Screen - Admission Control Bandwidth

The Admission Control Bandwidth defines the bandwidth available to and from the site. This is important as SIP
devices will be counted against the site bandwidth. Bandwidth needs to be set appropriately based on site setup and

configuration with the AireSpring SIP Trunking. See the ShoreTel Planning and Installation Guide for more

information on this topic.

Switch Settings - Allocating Ports for SIP Trunks

The final general settings to input are the ShoreGear switch settings. These changes are modified by selecting
“Administration” then “Switches” in ShoreWare Director (Figure 7).

&) Shorelel”

Logoff Administrator

Administration

Users...

Trunks...

IP Phones...

Switches, G ————

Call Conkt hl...

Figure 7 -Administration Switches

S
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This action brings up the “Switches” screen. From the *“Switches” screen, simply select the name of the switch to
configure and the “Edit ShoreGear ...Switch” screen will be displayed. Within the “Edit ShoreGear ...Switch”
screen, select the desired number of SIP trunks from the ports available (Figure 8).

WAINT

L
SG-40/8

1 Edt T I H
2 Edit T il ]
3 v O

4 r O

5 r O

B r O

7 r O

) r O

Hight Bell [~ 1

Paging | ] 1]

Figure 8 - ShoreGear Switch Settings

Each port designated as an SIP Trunk enables the support for 5 individual trunks.

ShoreTel System Settings - Trunk Groups
ShoreTel Trunk Groups support both Dynamic and Static SIP endpoint individual trunks.

Note: A ShoreGear switch can only support one trunk group with Dynamic IP addressing.
In trunk planning, the following need to be considered:

1. Are the SIP devices using Dynamic Host Configuration Protocol (DHCP) or Static IP?

2. Are the SIP devices endpoints (like Attached Technology Attachments (ATAs), Conference Phone or
WiFi handset) or non-endpoint devices like an ITSP?

&) Shorelel
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If the SIP trunk groups have already been configured on the system, skip down to the “ShoreTel System Settings -
Individual Trunks” section. The settings for trunk groups are changed by selecting “Administration,” then
“Trunks” followed by “Trunk Groups” within ShoreWare Director (Figure 9).

& Shorelel”

Logoff Administrator

Administration
s lsers...
e Trunks...
o Individual Trunks

o Trunk Groups —
2 Local Prefixe%

Figure 9 -Administration Trunk Groups

This selection brings up the “Trunk Groups” screen (Figure 10).

Trunk Groups Help
Add new trunk group at site: |Ht‘-ﬂdquaﬂers 'I of type: |5|F' Ll Go

Name Type Site Trunks DID  Destination Access Code
Analog Loop Start Analog Loop Start Headiuatters 0 Mo 1700 9

Digital Loop Start Digital Loop Start Headguatters 0 Mo 1700 9
Digital Wink Start Diigital Wyink Start Headguatters 0 Mo 1700 9

Figure 10 - Trunk Groups Settings

From the pull down menus on the “Trunk Groups” screen, select the site desired, then select the “SIP” trunk type to
configure and click on the “Go” link from *“Add new trunk group at site:” The “Edit SIP Trunk Group” screen will
appear (Figure 11).

&) Shorelel
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Tr_unk Groups . i - Delete P Help
Edit SIP Trunk Group

* modified
Editthisrecord  [ETHRETTeE
Narme: [sp S0 Give the Trunk Group a meaningful
SHEI Hiathyusitsne name. Example:

HQ-SIP-Ingate-ITSP

Language: |English "I

W Telewarker

I Enahble Digest Authentication
User ID: |

Password: | |

™ Enable SIP Infa far 5.711 DTMF Signaling

Figure 11 - SIP Trunk Group Settings

For the Ingate SIP Trunking, the trunks need to be configured as inter-site trunks (trunks between sites). The trunks
will also be configured as static.

The next step within the “Edit SIP Trunks Group” screen is to input the name for the trunk group. In the example
in Figure 9, the name “SIP”" has been created. The next step is to verify the setting of the “Teleworker” check box.
The “Teleworker” check box needs to be checked since the trunk groups have been configured as inter-site. Once
this box is checked, it will count against the site bandwidth.

The “Enable Digest Authentication” field is not required when connecting to an Ingate box.

The “Enable SIP Info for G.711 DTMF Signaling” box should not be checked. Enabling SIP info is currently only
used with tie trunks between ShoreTel systems.

The next item to change in the “Edit SIP Trunks Group” screen is to make the appropriate settings for the
“Inbound:” fields (Figure 12).
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Inbound:

Mumber of Digits from CO: 10

™ DNIS Edit OMIS Map |
W DID Edit DID Range |
™ Extension

& Translation Table: I-ﬂHunm- -]
o F'I’BpEiTrd Dial In Prefie: [

 lse Site Extension Prefix
™ Tandem Trunking

User Group: Innnnyrnnus Telephones ;I

Prepend Dial In Prefix: |

[1700: Defautt Search |

Destination:

Figure 12 - Inbound:

Within the “Inbound:” settings, ensure that the “Number of Digits from CO” is set to 10 and ensure that the

“DNIS” or “DID” box is checked, along with the Extension parameter (see Planning and Installation Guide for
further information on configuration).

Tandem Trunking is not required unless you plan on routing incoming SIP trunk calls out other ShoreTel trunks.

Note: This section is configured in the same way as any normal trunk group.
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Trunk Groups
Edit SIP Trunk Group

¥ Outhound:
Network Call Routing:

Hew Copy Save Delete Reset m

Access Code:

Local Area Code:

.

Additional Local Area Codes: Edit

Mearby Area Codes: Edit
TrunIISenrices:

I Local

V¥ Lang Distance

V¥ International

[T 11 fe.g. 411, 611, except 911 which is specified below)
9

™ Easy Recognizable Codes (ERC) (e.g. 500, 835, 200)
I Explicit Carrier Selection (e.g. 1010%xx)

™ Operatar Azsisted (e.g. 04

V¥ Caller ID not blocked by default

Figure 13 - Trunk Services

On the “Trunk Services:” screen, make sure that the appropriate services are checked or unchecked based on what
AireSpring supports and what features are needed from this trunk group.

. Local

2.LD

3.INT

4. TEN/BXX

5.411

6. 911

e Note: Caller information ( Caller ID ) must be 11 digits

The last checkbox determines if the call is sent out as <unknown> or with caller information (Caller ID). User DID
etc. will effect how information is passed out to the SIP trunk group.

After these settings are made to the “Edit SIP Trunk Group” screen, press the “Save” button to input the changes.
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This completes the settings needed to set up the trunk groups on the ShoreTel system.

ShoreTel System Settings - Individual Trunks

This section covers the configuration of the individual trunks. Select “Administration,” then “Trunks” followed by
“Individual Trunks” to configure the individual trunks (Figure 14).

& Shorelel”

Logoff Administrator

Administration

s lsers...

e Trunks...
o Individual Trunks G——————
<o Trunk Groups
o Local Prefikes

Figure 14 - Individual Trunks

The “Trunks by Group” screen that is used to change the individual trunk settings then appears (Figure 15).

Trunks by Group Help

Add new trunk at site: IHEﬂquﬂﬂEFS "I in trunk group: | Analog Loop Start j Go

Analog Loop Start
Hame/Number Group Site SwyiDigital Loop Start ital TrunkTypelD DevicelPAddress
- - Digital Wink Start
SIP %3020 Inter-site SIP x3020 Inter-site  Headouarters  50G- 1 B 1020110120
SIPx3000-3019 Intra- SIPx3000-3019 SIP x3020 Inter-site
site Intra-site Headauarters S5\ cipx3000-3019 Intra-site : 5 RO

Figure 15 - Trunks by Group

Select the site for the new individual trunk(s) to be added and select the appropriate trunk group from the pull down
menu in the “Add new trunk at site” area. In this example, the site is “Headquarters” and the trunk group is “SIP.”
Click on the “Go” button to bring up the “Edit Trunk” screen (Figure 16).
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Trunks Help

iravie Hew Copy Save Delete Reset

Edit Trunk
* modified

Edit this record  CiE RIS
Site: Headquarters
Trunk Group: SIP
Mame: |5IP
Switch; ISG-amm "I
SIF Trunk Type:

" Dynamic

IP Address of Ingate LAN
@ lse [P Address |m < g

interface.

Mumber of Trunks (1 - 120): |1

Figure 16 - Edit Trunks Screen for Individual Trunks

From the individual trunks “Edit Trunk” screen, input a name for the individual trunks, select the appropriate
switch, select the SIP Trunk type and input the number of trunks. When selecting a name, the recommendation is
to name the individual trunks the same as the name of the trunk group so that the trunk type can easily be tracked.
Select the switch upon which the individual trunk will be created. For the ITSP Trunk, select “Use IP Address”
button and input an IP address of the Ingate SIParator product. The last step is to select the number of individual
trunks desired (each one supports “one” audio path — example if 5 is input, then 5 audio paths can be up at one
time). Once these changes are complete, press the “Save” button to input changes.

Note: Individual SIP trunks cannot span networks. SIP trunks can only terminate on the switch selected. There
is no failover to another switch. For redundancy, two trunk groups will be needed with each pointing to another
Ingate SIParator — in exactly the same way as if primary rate interface (PRI) were being used.

After setting up the trunk groups and individual trunks, refer to the ShoreTel Product Installation Guide to make the
appropriate changes for the User Group settings. This completes the settings for the ShoreTel system side.

Ingate Configuration

The Ingate product can be configured using two alternative methods: using the Ingate Startup Tool, a wizard for a
complete first time configuration, or the traditional configuration via the graphical user interface (GUI). The latter is
more suitable if you already have your Ingate configured and operational in your network.

Select one of these methods for configuration of the Ingate unit (the option most suitable for you).

Alternative A: Configuration Using the Ingate Startup Tool

When you have received your Ingate device, unpack it and connect it to the network according to the picture below
(in the screen shot). Install the Startup Tool on a Windows PC and start the tool. Make sure that your Ingate device
is turned on.
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Note: The configuration tool is available now as a free download for all Ingate Firewalls and SlParators. It can
be found at www.ingate.com/SIPtrunkingconfigtool.php

If you don’t have the Trunking module installed, the tool will prompt you for license information and automatically
install the Trunking module before continuing to the trunk configuration.

Step | - IP provisioning:

Accomplish basic network setup by following steps A-D in the picture below. Note that if you already provided
your Ingate unit an IP address, you don’t need to do the MAC address part, but all your old settings will be replaced

by the tool.

A. Connect Ingate
according to picture

B. Type IP address of
the Ingate unit. The
MAC address is found
on the label of the
Ingate.

C. Enter a password.
No password is set by
default.

Status information

iﬁlngate Startup Tool - Helps configure your Ingate unit for first time usage

ipo the latest version of this bool,

x|
Help
Help |

r—Establish contact with your Ingate unit

r~Inside (Interface Eth)
¥ 1P address already configured

1P Address? w. 3 .0 .z

Connect your computer fike this:

T~

LAN

i Enter the password

Password:

|

"Estahhsh contact

Cantact I

"Next step - configure network bopalogy

Laurch |

Status:

y

Ingate Startup Tool Yersion 1.2.4 :I
Available Startup taal wersion: 1.2.4
*fou are running the latest version of the Skartup tool,
Mare infarmation is available here: http: fjwww.ingate . comfSIPtrunkingconfigtaol. php
L]

4—{ D. Click Launch
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http://www.ingate.com/SIPtrunkingconfigtool.php

Step Il - Status Information provide:

Status information

Ingate Startup Tool - Helps configure your Ingate unit for first time usage

Ingate Startup Tool Version
( Vou are running the latest version of this tool,

x|
Help
Help

~Establish contact with your Ingate unit

—Inside {Interface Eth)
[¥ 1P address already configured

Eth0
1P Address: MW, 3.0 . 2 LAN
Enter the password
Establish contact
Password: bk

Connect your computer lke this:

~Connection with your unit is now established
Madel: Ingate SIParator 20
Serial #:  1G-420-243-5070-6

hext step - configure netwark topology
[ | <&
mm—
Status:
Advanced SIF Routing -]
Remote SIP Connectivity
The application has succesfully contacted your unit, press the launch button for next step,
Logged out from the web interface of the Ingate unit.

Once “contact” has been
established, step two is to
configure the Network
Topology by clicking on
“Launch.”
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Step Il - SIP Trunk configuration:

In Step 111, the Product Type and network information is configured. Follow steps A-D in the picture below. In this
example, Standalone SlParator was selected as the Product Type.

[ Eingate startup ool -network Topolagy =
A. Configure Product o
T e L ol Standalone SIParator |
yp CInside (Interface Ethg) ————————————— Internet
TP address: o T o :
B. Configure Netmask for ek, [ e s a0 A—
internal network .
LAN
.0 o o
Metmask: 0 .0 .0 .0
| / IP-PBX.
C. Configure external L—"T  caenen %
interface using DHCP -
or static IP ‘ el ‘
Remote SIP Connectivi SIP Trurking
™ Enable ’7 ¥ Enable ‘

Hext step - load configuration
SIP Domain: l—
Launch

D. Click Launch again.

Adwanced SIP Routing ;l
Remote SIP Connectiviy

Logged out From the web interFace of the Ingate urit.

The application has succesfully contacted your unit, press the launch button for next step, J

Step IV - Tool Configuration:

Once “Yes” is selected, the Ingate Startup Tool will remove your old configuration data.

StartupTool x|
'2 Running the last step of the Startup Tool will remove all configuration you previously may have manually entered through the web interface of the
Ingate unit,
-

Are wou sure wou wank fo continue?

Step V -SIP Trunk Provider Configuration:

In the step V, the SIP trunk itself is configured. Follow steps A-E in the picture below. In this example, Gamma
Telecom is the ITSP provider.
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(] Ingate Startup Tool - Create amd Load Conliguration

A. Select Airespring T ek e st e )
from the drop-down N | -
menu and provide Provde adiess L e
pages @ ooE £ T D. Select ShoreTel from the
necessary account . ) R 4 drop-down menu and IP
H H ™ Lo cormain name
information. address of ShoreGear Switch
Vesbose Lopgio (5B debur Configured for SIP Trunks.
F Enable
B. Configure Provider P || - ]
Address, this will be -
provided by Gamma ey e e -
Telecom e b ] j
DS server mmmww:md x|
Frivnany ] o .0
: M rum-mww»»wt
it | |
C. Configure DNS server |/ . f
Advarced 5 Routing ]
E;“-IUSIM

E. When all settings are entered, the tool will generate a
configuration based on your input, and you will automatically
be redirected to the Ingate. You only need to apply the
configuration and then start using it!

Step VI - Success - SIP Trunk Configured:

success N x|

Your canfiguration have been updated,

When wou press OF wou will be redirected ta wour browser,
Please login and press "Appl Configuration

in the Admin menu of the Ingate web inkerface.
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Alternative B: Configuration through the GUI
Configure your Ingate Firewall or Ingate SIParator to get basic network connectivity on all applicable interfaces.
Please refer to the Reference Guide and other documentation as needed.

Remember to configure the following:

- Assign IP addresses on the inside and outside interface. For DMZ SlParators, use one interface only.
(Network -> All Interfaces)

- Assign a default gateway. (Network -> Default Gateway)
- Assign a DNS server address. (Basic Configuration -> Basic Configuration)

- Define the IP subnet allowed to configure the Ingate and the interfaces to use for configuration. (Basic
Configuration -> Access Control)

First make these basic settings and apply the configuration to have the unit working in your network environment.
Then proceed with the following settings to get SIP trunking to work with your service provider.

NETWORK - NETWORK AND COMPUTERS
- Add a network for the Service Provider (ITSP IP). If you don’t know the IP addresses used, you can put in
0.0.0.0 as lower limit and 255.255.255.255 as upper limit. In this way, requests from any IP address will
be accepted.
- Add a network for the LAN (inside IP range).

Networks and Computers

Lower limit Upper limit

(for IP ranges) Delete
N Subgr Interface/VLAN
me E DNS name IP DNS name IP address rertace Row
or IP address address or IP address
Wow |- ®fwese ] 1010000 e | 0100025 E
+|sp_p |[- ~] [pooo |0000  [2s2s5065288  |259255.255.255 O

BASIC CONFIGURATION - SIParator TYPE (SIPARATOR ONLY)
Use the appropriate SIParator configuration for your deployment.

SIP SERVICE - BASIC
e S|P Module: On.

SIP Traffic — Filtering
Under Proxy Rules, change the Default Policy for SIP Requests to “Process All”.

Proxy Rules (Help)

From . Delete
’; network p Row

Default Policy For SIP Requests

@ Process all
T - O Local ory
O Reject all
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SIP TRAFFIC — USER DATABASE
Configure an account with details as provided from the ITSP.

SIP TRAFFIC — DIAL PLAN
Configure the Dial Plan according to the picture below.

Basic A . SIP | SIP | Virtual Private | Quality of
(ﬂnfigumﬁun M

SIP Methods Filering m":;m :&mﬁm‘; LY Routing SIP Stotus

Use Dial Plan {Help) Emergency Number (Help)

@ COn 911
o Off
¢ Fallback The internal
Matching From Header (Help) LAN
‘ Use this ... | ... Or this
Name - Transport | Network [Delete Row
‘ Username | Domain | Reg Exp
(R [ I I Juor =l|msrop =] |l‘
[ F F [ [oor v 4T IP or domain
name of the
Add new rows |1— FOWS Ingate
external
Matching Request- URT  (Help) interface
o ‘ Use this ... | ... or this o
T Prefix | Head | Tail | MinTail | Domain | RegFxp .
‘I\nhound ‘|+1 || ||any' character j || ||209 172.118.115 ||_
‘lOuthund ‘l || ||any character j || ||1U 302 || ||_
IP or domain name of the
Ingate internal interface
IP or domain name of the
ShoreGear switch
Forward To (Help)
Name . |Use this | m}lns/ | ... or this Delete Row
| Account |Repla|:ement Port |Transpurt| Reg Exp
# [iP-PeX [i [-=] [1n3039 Jeosa—— Juor =] || [=
+ [irsP [i [-=] [479212238 [poeo— Juop =] | [=
(B [F  |emzizz o [P | [=
Add new rows “1 groups with |1 TOWS PEF Zroup.

Dial Plan (Help)

From | Request- . Forward | Add Prefix Delete
‘ No. Header URI ‘ Action To | — | E ENUM Root | Comment Row
1 [msP ] [ inbound =] | Forward = |iP-Pex =] | I - = |l‘
2 [Lan =] fOutbound x| |[Forward =ljimse =+ I I- = ||'

- Add new rows “1— TOWS.
&) Shorelel

960 Stewart Drive Sunnyvale, CA 94085 USA Phone +1.408.331.3300 +1.877.80SHORE Fax +1.408.331.3333 www.ShoreTel.com

-29-



SIP TRAFFIC — ROUTING
e Local REFER handling: check Always handle REFER locally.

The configuration of the Ingate is now done and the changes must be applied on the Administration page to take

effect.

Ingate Troubleshooting

Troubleshooting Outbound Calls

Symptom: When trying to make a call from an internal ShoreTel extension to PSTN, there is no ringing signal on

the PSTN phone.

Note: Ifyou get a ringing signal on the PSTN phone, these troubleshooting steps will not help you to find the

problem. Please contact your sales representative for support.

Make a test call

ignali

recaived from ek

signaling sent no—=w<" Ingate config? ~>Froblem found  Froblem found ~Jpoqse config?
o ITSP?
ak ak
ok
yes
Froblem found Network?
ok
ok
¥ ¥ ¥ l'
Contact Contact Correct emors. Contact
Support Support and retest Support

Outbound traffic troubleshooting overview
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Get a log for the failing call:

First try to make a call to a PSTN number from a ShoreTel phone and notice the behavior on the ShoreTel phone as
well as on the PSTN phone.

Next step is to search the log on the Ingate. Log into the Ingate box and navigate to the Display Log page. Make

necessary settings on this page according to the picture below. Especially make sure that you have the highlighted
checkboxes in the correct state.

OISHOWA Pocket Disploy Llogging  Llog  Log
[ Copture  Lood  Configuration Closses Sending

Packet selection: only those packets that meet the search criteria in the three (ow newest at top
sections below will be selected. This selection will only have effect on the TP
packets as selected choice.

Time Limits

. Show log from: (clear)
Packet Type Selection date (YYYY- PPt

| Al packets | MM-DD)  (HH:MM:SS)

el S gy O ) Show log until: (clear)
A I:I [ not this address date (YYYY- time
) LMV DDY) (HH: LM S8)
E: l:l [ not this address

OAste OAdst @A any | H |
OAte BOEto A OBetween A&

[ not this combination

Show This
Protocol’Port Selection packets as selected
® AITP protocols onfiguration server logina
[ Administration and configuration
OTCP O Allports anual reconfigurations and
OTUDP @ Selected ports: (Help)
A:l:l [ not this pott [[] Tine changes
B | Onottaspont [J DHCP/PPPoE client
Aere Obdst @4 am I3 errors
SA to B 813 to & gBemyeen Agp [ notthis combmation problems
OICMP Select typefcode: (Help) OH r.rdware Errors
Type: l:l [ not [ M errors
Code:l:l [Flinot [ Nigotiated IPsec tunnels
[ IPgec key negotiations
O ESP [ [Fsec user authentication
O Protocol number: Ml:l [ not [ EYTE negotiations
SIP errors
signaling
SIP Packet Selection (Help) P packsts

Call-TD: ow internal SIP signaling [ FIP lLicense messages
Then press “Display log” further down on the same page.

You will now see a log of all SIP packets received and sent by the Ingate, with the newest log entry on the top.

Ensure the signaling is received from the ShoreTel:

Localize the call initiation from the ShoreTel by searching for “invite sip” in your browser. You should look for the
first packet coming from the ShoreTel system that starts with a “recv from <IP address of the ShoreGear switch>”
as you can see in the example (only the first lines of the log messages are shown here).
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>>> Info: sipfw: recv from 10.100.0.40:5060 via UDP connection 12746:

INVITE sip:16037914522@10.100.0.13:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication from ShoreGear to the Ingate.
Follow these steps:

1. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On. Retest if you change any
settings.

2. Make sure the ShoreTel configuration is correct. Check the IP address pointing at Ingate one extra time.
Retest if you change any settings.

3. Make sure there is IP connectivity between the ShoreTel and Ingate. Contact your network administrator
for assistance if needed.

If none of the steps above solves the problem, you can contact your sales representative for support.

Ensure that the signaling to the ITSP works:

If you find the incoming packet, you should find a similar packet leaving the Ingate just above (just after in time)
the incoming packet. The first rows of the outgoing packet will look something like this:

>>> Info: sipfw: send st (0x8422820) to 208.49.124.49:5060 via UDP connection 12748:

INVITE sip:16037914522@208.49.124.49:5060; transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate configuration or you lack
Internet connectivity.

1. Make sure the Ingate is configured correctly.

2. Make sure that IP connectivity between the Ingate and the ITSP is working. Contact your network
administrator for assistance if needed.

If you see a packet sent from the Ingate, verify that it was sent to the IP address provided by the ITSP. If not,
correct your configuration and retest.

If none of the steps above solves the problem, please contact your sales representative for support.

Troubleshooting Inbound Calls

Symptom: When trying to make an inbound call to a ShoreTel phone via the SIP trunk, there is no ringing signal
on the ShoreTel phone.

Note: If you get a ringing signal on the ShoreTel phone, these troubleshooting steps will not help you to find the
problem. Please contact your sales representative for support.
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Make & test call

ng

signaling sent Metwork? roblem found - Problem found Metwork?
io PBXT
ak ok
yae Ingate config? Froblem found P |I'|QB1.E erfig?
ok ok
4 3 . ¥
Contact Contact Corract erors Contact ITSP
Support Support and retest Support

Inbound troubleshooting overview

Get a log for the failing call:

First try to make a call to a ShoreTel phone from a PSTN phone and notice the behavior on the ShoreTel phone as
well as on the PSTN phone.

Next step is to search the log on the Ingate. Log into the Ingate box and navigate to the Display Log page. Make
sure that necessary settings on the logging page have been made according to the picture below. Especially make
sure that you have the highlighted checkboxes in the correct state.
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OISHOWA Pocket Disploy Llogging  Llog  Log
[ Copture  Lood  Configuration Closses Sending

Packet selection: only those packets that meet the search criteria in the three (ow newest at top
sections below will be selected. This selection will only have effect on the TP

packets as selected choice. Time Limits
. Show log from: (clear)
Packet Type Selection date (YYYY- time
| Al packets | MM-DD)  (HH:MM:SS)

el S gy O ) Show log until: (clear)
A I:I [ not this address date (YYYY- time
) LMV DDY) (HH: LM S8)
E: l:l [ not this address

OAste OAdst @A any H |
OAte BOEto A OBetween A&

[ not this combination

Show This
Protocol/Port Selection I 1P packets as selected
® AP protocols [ Configuration server logins
[ Administration and configuration
OTCE O Allports 0O armal reconfignrations and
OUDP @ Selected ports: (Helg) raboots
A:l:l [ not this pott [[] Time changes
B l:l [ not this port [] DHCE/PPPoE client
Odare OAdst @A any O TS errors
OhtoB OB to A OBetween AgH — 20t s combmation [ SHMP problems
OICMP Select typefcode: (Helg) L) 1 e e
N — e
Code‘l:l [ not [ NEgotiated IPsec tunnels
[] IHsec key negotiations
O ESP [ [§sec user authentication
[1 PPTT negotiations
O Protocol mimber: @el]g)l:l [ not
BITOrsS

[P signaling

SIP Packet Selection (Hel TP packets
Call-TD: how internal SIP signaling [ FIP License messages

Then press “Display log” further down on the same page.

You will now see a log of all SIP packets received and sent by the Ingate, with the newest log entry on the top.

Ensure the signaling is received from the ITSP:

Localize the call initiation from the Trunking provider by searching for “invite sip™ in your browser. (use Ctrl-F).
You should look for the first packet coming from the ITSP system that starts with a “recv from <IP address of the
ITSP>" as you can see in the example (only the first lines of the log are shown below).

>>> Info: sipfw: recv from 208.49.124.49:5060 via UDP connection 12748:

INVITE sip:6023574058;npdi=yes@193.12.253.37:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication from the ITSP to the Ingate.
Follow these steps:
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1. Make sure you have IP connectivity between the Ingate and your ITSP. Contact your network
administrator for assistance, if needed

2. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On. Retest if you change any
settings.

If you still don’t see any packets in the log, contact your ITSP for further troubleshooting.

Ensure correct signaling to the ShoreTel PBX:

If you find the incoming packet, you should find a similar packet leaving the Ingate just above (just after in time)
the incoming packet. The first lines of the outgoing packet will look something like this:

>>> Info: sipfw: send sf (0x8419848) to 10.100.0.40:5060 via UDP connection 12746:

INVITE sip:6023574058;npdi=yes@®10.100.0.40:5060;transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate configuration or you might lack
a connection to your LAN where the ShoreTel is located.

1. Make sure that you have IP connectivity between ShoreTel and the Ingate. Contact your network
administrator for assistance, if needed.

2. Make sure your Ingate is configured correctly.

If you see the outgoing packet, make sure the IP address to which it was sent is the one used by the ShoreGear
switch.

If the call still fails after executing the steps described above, please contact your sales representative for support.

Ingate Technical Support

North America Customers:
Contact your reseller for support.

If you don't work with an Ingate Authorized Reseller, you may purchase an Annual Support Agreement
from Ingate Systems. For pricing of an Annual Support Agreement, please email sales@ingate.com, or
phone Steve Johnson at 603-883-6569.

All support questions and issues should be directed to us_support@ingte.com

Customers outside North America:
Contact your reseller for support

If you don't work with an Ingate Authorized Reseller, you may purchase an Annual Support Agreement
from Ingate Systems. For pricing of an Annual Support Agreement, please email sales@ingate.com, or
phone +4686007750.

All support questions and issues should be directed to support@ingte.com
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AireSpring Configuration & Support
AireSpring Special Configuration Parameters

Outbound digits delivery: ( ShoreTel — -- > AireSpring)

1. ANI Delivery = 11 digits

2. DN Delivery = 10 digits

3. International Termination = 011CC

4. Codecs supported = G711 /G729

AireSpring Support Information.

Network Operations Center (NOC): 800 825 -1055 (OPT1/1)
Product: VVolP/SIP

Brent Shaw - VolIP Engineer : 888 899-2789 x245

Dumitru Borsan — Dir. of Network Engineering : 888 899-2789 x250

Document and Software Copyrights

Copyright © 2005 by ShoreTel, Inc., Sunnyvale, California, U.S.A. All rights reserved. Printed in the United
States of America. Contents of this publication may not be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without prior written authorization of ShoreTel Communications, Inc.

ShoreTel, Inc. reserves the right to make changes without notice to the specifications and materials contained herein
and shall not be responsible for any damage (including consequential) caused by reliance on the materials
presented, including, but not limited to typographical, arithmetic or listing errors.

Trademarks

The ShoreTel logo, ShoreTel, ShoreCare, ShoreGear, ShoreWare and ControlPoint are registered trademarks of
ShoreTel, Inc. in the United States and/or other countries. ShorePhone is a trademark of ShoreTel, Inc. in the
United States and/or other countries. All other copyrights and trademarks herein are the property of their respective
owners.

Disclaimer

To be “ShoreTel Certified” means that Technology Partner's product will interoperate with the ShoreTel system,
but ShoreTel does not certify that the features or functionality of Technology Partner's product will perform as
specified by Technology Partner nor that Technology Partner's product will meet your specific application needs or
requirements. To inter-operate means that Technology Partner's product is able to exchange, use and share
information with the ShoreTel system.
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Company Information

ShoreTel, Inc.

960 Stewart Drive

Sunnyvale, California 94085 USA
+1.408.331.3300
+1.408.331.3333 fax
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