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Ingate Firewall/SIParator® version: 4.6.2

Document version: 1.1

How To Use Your SIP Operator Account Via
Ingate Firewall/SIParator®

This is how to configure your Firewall/SIParator to register at your SIP operator, and to use
that SIP account for your local users.

This feature is only available when the Advanced SIP Routing or the SIP Trunking module
has been installed.

Enter your SIP operator account on the Local Registrar page. You enter the username and
password from the operator, and select the XF/Register account type. This account type will
make the Firewall/SIParator register at the SIP operator with the credentials you enter.

Some operators don’t require registration. In this case, select the XF account type instead.
You can select any network in the Register from field, as it is not used for these account
types.

SIP Accounts (Help)

Edit . i Authentication | Display Account | Delete
Row |~ ame Dossain Name Mame Fasswerg Type Row
||:| |z4235?z;: |5ipnptramr.:nm|1234SE?BH | | |:=(FfF'.r:gislr:r ||:|
||:| |z4235?z3 |sipupr:ramr.cum|1234SE?EB | | |foRegim_-r ||:|
||:| |24235?24 |5ipup|’:ratur.cum |123456?BB | | |>(F,|’Rt'_-gi5t¢r ||:|
|[:| |z4235?25 |5ipuperatur.cum|12345'E?BEI | | |xF,mugistm |[:|

If the Firewall/SIParator should act as the registrar, define a local SIP domain. This can be
any domain name you like, as long as it isn’t an existing domain somewhere else. A good
choice is to use your company www domain, but replace the "www" with "sip", like
sip.ingate.com. The same domain can also be used in pure SIP-to-SIP calls.

This domain should be entered on the Local Registrar page under SIP Traffic.

SIP Authenticaion ~ SIP  Dial SIP IDS/IPS
Methods Filtering LENTEI(Td ond Accounting Accounts Plan Routing Status IDS/IPS  Status

Local SIP Domains (Help)

|Edit Row | Domain [D elete Row

Then, you define your local users in the Local SIP User Database table. These users will
register on the Firewall/SIParator with the usernames you enter here. Enter also their
passwords and select a network from which they are allowed to register.




Note that no local user can have the same username as any of your operator account names.

Local SIP User Database (Help)

|Edrt Row |I.I5=rna.me I Domain |ﬁmhe ntication Name IPassword |Register From |Delete Row
| ] |arthur |ingale_cnm | | |ﬁ|l | ]
| 0 |har;-,.r |inga|e.mm | | |AII | ]
| | |he|en |inga.le.com | | |A|I | |
| O |mmrl: |Inga.le.cnm | | |AII | ]
||:| [test |Ing.1le.cnm| | |Dﬂ1{e netwark ||:|

Go to the Authentication and Accounting page and turn authentication on. Also enter
your SIP domain as the Realm.

SIP (ET0 M Authenfication [T SIP IDS/IPS
Methods Filtering Registrar LUCNTCILY Accounts Plon Routing Status IDS/IPS  Status
(*) Enable SIP authentication

SIP Authentication

() Disable SIP authentication

SIP Realm

|ingare.r:um

Outgoing Calls

For outgoing calls, you have to define when your SIP operator account should be used.
Usually, you use this type of account to call to the PSTN network ("ordinary telephones").

On the Dial Plan page, you define what type of calls should be redirected to your SIP
operator. First, turn the Dial Plan on.

Use Dial Plan (Help) Emergency Number (Help)

® on 911
) off
() Fallback

Show One Number When Calling

You can select to show one single calling number regardless of which user makes the call.
This is useful when you want others to use your Answering service/Auto Attendant when
calling back to you.

In the Matching From Header table, you define from which network the calls can come.
You can also select what the From header (that tells who is calling) should look like. This is



used when matching requests in the Dial Plan table below. Name each definition properly,
to make it easier to use further on.

Matching From Header (Help)

Use This ..  |...Or This

Il..lst rname | Domain |Reg Expr
] |Ing.1le ’ ingate.com By - ]
] |Dﬂ‘u:e - - TCP or TLS [Office network | [ ]

Edit Row |Mame

Trans port Network Delete Row

Add new rows ||l rows.

In the Matching Request-URI table, you define callees. This is used when matching
requests in the Dial Plan table below.

In this case, you want to define the calls that should be routed to your SIP operator, which
is call destinations where the usernames consist of numbers only, as these most likely are
intended to go to the PSTN network. Call destinations that look like helen @sip.ingate.com
should not be routed via the SIP operator, but be handled by the Firewall/SIParator itself.

You can let users call international numbers with a + sign instead of the international prefix.
For this, define the + sign as a Prefix, which means that it will be stripped before the call is
forwarded.

The Min. Tail is set to 4 here, to open for the possibility of three-digit local extensions,
which should not be handled by the Dial Plan.

Matching Request-URI| (Help)

Edit Row Name Llsa-Thi-s — - lm = Delete Row
|P'reﬁ: |Head |Taul |Mm. Tail |Dumam |Reg Expr

||:| |E::lem.1| numbers | | |D..9 |4 |'iu-:.1| | ||:|

||:| |Il1'rerr|atil:|-nal numbers |+ | |I}..9 |.|1 *local | ||:|

In the Forward To table, you define where calls should be forwarded. This is used in the
Dial Plan table below.

In this case, the calls should be forwarded to your SIP operator account that was defined
before. You select the account under Account.

The calls can also be forwarded to your SIP operator using the operator’s IP address in the
Replacement URI field.

Forward To  (Helph

Use This ... — O Thits -
Eclit This Delete
Row Hame e Replacement | Reg Row
Account In Pt |Trarms port Expr
| |:| | + gp Operator |L |1 428572 2 dsipoperator.com | | | | |:|




At last, you combine these definitions in the Dial Plan table. Make one line for
international calls and one for other calls, because we need to add the international prefix
for international calls only.

Dial Plan  {Help)
Aukd Prefix
Exlat o Fram Request-URI| Action Fm:wlld[ ENUM | Time e Debete
Roaw Heacher T Fﬂlh’ildlEH“H Root | Class Row
O 1 |ofice |mbematonal |Foowvard |SIP Lile) - 247 |Change prefix for intemational calls | [7]
numbers Operator
O k |ofice |Exiemal Fonwrard |SIF " 4/7 |External calls sent bo operator O
numbers Diperaiog

Now, when a local user calls an external phone number, the Firewall/SIParator will route
this call to your SIP operator and rewrite the signaling to use your SIP operator account.

Show Different Numbers When Calling

You can select to show different calling numbers based on which user makes the call. This
is useful when you want to let the called person use number presentation to see who is
calling.

In the Matching From Header table, you define from which network the calls can come.
You can also select what the From header (that tells who is calling) should look like. This is
used when matching requests in the Dial Plan table below. Name each definition properly,
to make it easier to use further on.

Create one row per user. These will be used to present the correct calling number for the
called user.

Matching From Header (Help)

I Use This .. | Or This

Edit Row | MName Transport| MNetwork [Delete Row
|I.Isern-ame |Dnma.in |Rag Expr

O From Arthur |arthur *lacal |A|w |Dlﬂce netwwork | ]

| From Harry |harrry *local ANy |l::llﬂce network | []

| |Fmrn Helen [helen *lacal Ay |D|ﬁtl‘: network ([ ]

] |Fmrn Mark |mark *lacal ANy |Ulfi:e network [ []

In the Matching Request-URI table, you define callees. This is used when matching
requests in the Dial Plan table below.

In this case, you want to define the calls that should be routed to your SIP operator, which
is call destinations where the usernames consist of numbers only, as these most likely are
intended to go to the PSTN network. Call destinations that look like helen @sip.ingate.com
should not be routed via the SIP operator, but be handled by the Firewall/SIParator itself.

You can let users call international numbers with a + sign instead of the international prefix.

For this, define the + sign as a Prefix, which means that it will be stripped before the call is
forwarded.



The Min. Tail is set to 4 here, to open for the possibility of three-digit local extensions,

which should not be handled by the Dial Plan.

Matching Request-URI (Help)

| Use This ... |...or This

Edit Row Name —-— - - Delete Row
|Preﬁ: |Head |Tall |Hln, Tail |Dcma|n |Reg| Expr

| O |Exlema| numhbers | | |D..9 |4 *local | | |

] International numbers |+ | |1:r..9 |4 *local | | ]

In the Forward To table, you define where calls should be forwarded. This is used in the

Dial Plan table below.

In this case, calls from one user should be forwarded to the corresponding SIP operator

account. Create one row per user and select the account under Account.

Forward To  (Help)

Edit Row |  Name ISubrI:l. EAL l =0 T [T Delete Row
Accoum |R!ﬂ“€!m|‘. Damain Hl‘n.ﬂi pearl |“Eﬂ Expr

0 * arthur psTH L 24285723 Dsipoperator.com | [T | m

0 * Harry PSTN |1 24285724 @sipoperator.com | [T | m

0 * Helen PsTH L 24285725 @sipoperator.com | [T | [0

0 * Mark PsTH |1 24285722 @sipoperator.com | [T | [0

At last, you combine these definitions in the Dial Plan table. For each user, make one line
for international calls and one for other calls, because we need to add the international

prefix for international calls only.

Dvial Plan  (Helg)

Edit From _ rorwara| AddPrefc |enum | Time Delete

— Hao. i Requesi-URI | Actian T Im’m v Comment e

O ||r ||From  finbermabonal |Fosward [Helen (00 ! 247 ||Change prefix for insernagonal calls, [ 7]
Helen numbers PSTH

[ |[2 |[From |Extemal Forward [Helen - 24/7 ||Exaernal calls sent to operator. |
Helen umvherd PSTH

D ':l_Fnurn international |Forward [Arshur - 247 |:|
Arthur umhers ST

D 4 ||Fram External Forward arhur . 247 |:|
Asthiar umhers FSTH

[ |[5 |[From Jnternaional |[Fossard Harry : 247 O
Harry umibers PETH

D & ||Fram Ext=mal Forward [Harry - 247 |:|
Harmy umbers ST

D T ||From International |Forward [Mark . 247 |:|
Mark umhers ST

[ |[# |[Frem |[Extemal Forward [Mark - 247 O
Mark umbars PSTH

Now, when a local user calls an external phone number, the Firewall/SIParator will route
this call to your SIP operator and rewrite the signaling to use your SIP operator account.




Incoming Calls

If your SIP account provides several phone numbers, you can assign separate numbers for
your local users. You do that on the Routing page.

There are two different ways of mapping phone numbers to users; either the PSTN numbers
are mapped to users or the users are given numbers as aliases. The latter only works when
the Advanced SIP Routing module has been installed and the SIP operator does not require
registration.

In the User Routing table, you can select a local user and assign a SIP operator phone
number as an Alias for that user. This will only work when the Advanced SIP Routing
module has been installed and the SIP operator does not require registration.

User Routing (Help)

Restrict | Forward =™
::: User Alias Ir::;:lrf EF vEE;E JII::_ Comment D:Ee
||:| |arthur@$ip.inga.te.cum |2-4235?23 |Nu |— |_|- |- | ||:|
||:| |haw¢u5ip.ingate.cum |2'4235?24|Nu | r| | | ||:|
||:| |I1e|tn1:ﬂ5ll:.mga.te.mm |24235?25 |Nu |— |_| | | ||:|
||:| |ma.tk@5ip.lng.1te.cnm lz#sz?zlen I— [_|- l- | ||:|

You can also select each phone number, and enter which user calls should be forwarded to.

User Rouling  (Hels)

Semd
i Forward
Exlit Rt To || Time Delete
User lias||Incom ing C o e nt
Row ] Voice| |[Class Row
Callers | Action T Mail
||:| |.EJI.EEE?EZmilpnpnmmr.mmI |H-:| |Fnrw.1rd [mark-:ﬂlsﬂ:.lngme.mm I | | ||:|
| [z4285723 @sipaperator.com | [o [Farward [anhur@sip.ingate.com |- I | o
I |:| |242 BS 7Z24dDsipoperalor,com I |I~I|:| |F|:|m'.1.rd |hr|rr.uﬂ"s|p.ingal|:.qq-m |- |- | I |:|
||:| [E-IEEE?I‘S@ilpnpmamr.mml |Hn |Fﬂrw.1rd [hulen@sm.lngme.cum I I | ||:|

Now, when someone calls 34382753, the call will be routed from the SIP operator to the
Firewall/SIParator and finally to harry@sip.ingate.com.

Note that you can only use the User Routing table for incoming call forwarding. The
Static Registrations should not be used when XF or XF/Register accounts are involved.

Finally, go to the Save/L.oad Configuration page under Administration and apply the
new settings by pressing Apply configuration.



Save/Load Show User
GGt Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3[:I seconds

Apply configuration |

How To Use Your SIP Operator Account and
Your IP-PBX Via Ingate Firewall/SIParator®

This is how to configure your Firewall/SIParator to forward requests between your SIP
operator and your local IP-PBX.

The configuration varies slightly depending on if the operator uses accounts or IP addresses
for the authentication.

This feature is only available when the Advanced SIP Routing or the SIP Trunking module
has been installed.

Instead of configuring this manually, you can use the Ingate Startup Tool, which can be
found at http://www.ingate.com/Startup_Tool_TG.php.

Outgoing Calls
Authentication by Accounts a.k.a SIP Trunk via SIP accounts

Enter your SIP operator account on the Local Registrar page. You enter the username and
password from the operator, and select the XF/Register account type. This account type will
make the Firewall/SIParator register at the SIP operator with the credentials you enter.

Some operators don’t require registration. In this case, select the XF account type instead.
You can select any network in the Register from field, as it is not used for these account

types.
SIP Accounts (Help)

Edit | ] Authentication | Display Account | Delete
Row =ermme b HName Hame — Type Row
||:| |24235 722 |5ipuptramr.cnm|1234SG?BB | | |foP.egi51er ||:|
0 |24235?23 |5ipuptramr.cnm|12345'E?39 | |foF'.egismr 0
|[:| |z4235?z4 |5ipupnramr_cum |1::345E?39 | | |foRugismr IEI
|E| |z4235?25 |5i|:|upl:ral:ur.c1:-m|1234'5'E?39 | | |xF,|’F'.ugi5tur |E|




For outgoing calls, you have to define when your SIP operator account should be used.
Usually, you use this type of account to call to the PSTN network ("ordinary telephones").

On the Dial Plan page, you define what type of calls should be redirected to your SIP
operator. First, turn the Dial Plan on.

Use Dial Plan (Help) Emergency Number (Help)

® on 911

) off

() Fallback

In the Matching From Header table, you define from which network the calls can come.
You can also select what the From header (that tells who is calling) should look like. This is
used when matching requests in the Dial Plan table below. Name each definition properly,
to make it easier to use further on.

In this case, we want to match on calls coming from the IP-PBX. This will ensure that only
users who have been autorized by the PBX to use the SIP trunk will be able to make
outgoing calls.

Matching From Header (Help)

Use This ..  |..Or This
Edit Row | Name

Trans port||Network [Delete Row
|U5ername |Dumain |Reg Expr

. | Any IP-PBX |[]

*

[] IP-PBX

In the Matching Request-URI table, you define callees. This is used when matching
requests in the Dial Plan table below.

In this case, you want to define the calls that should be routed to your SIP operator, which
is call destinations where the usernames consist of numbers only, as these most likely are
intended to go to the PSTN network. Call destinations that look like helen @sip.ingate.com
should not be routed via the SIP operator, but be handled by the Firewall/SIParator itself.

You can let users call international numbers with a + sign instead of the international prefix.
For this, define the + sign as a Prefix, which means that it will be stripped before the call is
forwarded.

The Min. Tail is set to 4 here, to open for the possibility of three-digit local extensions,
which should not be handled by the Dial Plan.

Matching Request-URI| (Help)

_ | Use This ... [... or This
Edit Row Name — - - Delete Row
|Preﬁ: |Head |Tall |Hm. Tail |Dﬂmam IReg Expr
||:| |Exlema| numbers | | |D..9 |4 |‘Iuc.1| | | ]
|E| |In'rematiur1;ll numbers |+ | |I}..9 |-|1 *local I | ]
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In the Forward To table, you define where calls should be forwarded. This is used in the

Dial Plan table below.

In this case, the calls should be forwarded to your SIP operator account that was defined
before. You select the account under Account.

The calls can also be forwarded to your SIP operator using the operator’s IP address in the

Replacement URI field.
Forward To  (Helgh
Use This ... — 1 Thits =
Exlit This Delete
Row Hame sy R ol & ee | Reg Row
Account o Port |Trans port Expe
| D | + ZiP Operatar |L |14.?EE 722 0sipoperator, com J | | | I'|:|

At last, you combine these definitions in the Dial Plan table. Make one line for
international calls and one for other calls, because we need to add the international prefix
for international calls only.

Dial Plan  (Helg

Edlit From  lrorward| AddPrefix  lenum | Time D bete

o Ha. Fr Recuest-UR] | Action T Im'm v Comment Borme

D 1 ||Fram Internatianal |Fosward [Helen (0D . 247 ||Change prefix for imermagonal calls, |:|
Hielen  numbars PSTH

[ |[2 |[Frem |Extemal Forward [Helen 24[7 |[Extermal calls sent o sperator. O
Helen umbers PSTH

[ P ||Frem jinternational |Forward (arthur 247 O
Arthur  numbers PSTN

O ¥ ||[From |[Extemal Faorward [Arshur 247 O
Arthiur umhers PaTN

[ |[5 |[From jinternatbonal |[Fomsard Harry 247 O
Harmry  fnumibers PSTH

D & ||From ExtEmal Forward [Harry 247 |:|
Hamy fnumbers PSTH

D 7 ||Erom International |Forward [WMark 247 |:|
Mark numbers PESTN

[ (8 ||[From [Extemal Forward (Mark 247 N
Mark  numbers PSTH

Now, when a local user calls an external phone number, the Firewall/SIParator will route
this call to your SIP operator and rewrite the signaling to use your SIP operator account.

Authentication by IP Addresses a.k.a SIP Trunk via IP address

On the Dial Plan page, you define what type of calls should be redirected to your SIP
operator. First, turn the Dial Plan on.

Use Dial Plan (Help)

@ COn
() off
) Fallback

011

Emergency Number (Help)

11



In the Matching From Header table, you define from which network the calls can come.
You can also select what the From header (that tells who is calling) should look like. This is
used when matching requests in the Dial Plan table below. Name each definition properly,
to make it easier to use further on.

Matching From Header (Help)

Use This ..  |...Or This
Edit Row |Name

Trans port Network Delete Row
|U5Err|ame| Damiain |Reg Expr

] Ilngale . ingate.com By - ]
] |DH‘u:a & " TCP or TLS [Office network | []

Add new rows |1_ rows.

In the Matching Request-URI table, you define callees. This is used when matching
requests in the Dial Plan table below.

In this case, you want to define the calls that should be routed to your SIP operator, which
is call destinations where the usernames consist of numbers only, as these most likely are
intended to go to the PSTN network. Call destinations that look like helen @ sip.ingate.com
should not be routed via the SIP operator, but be handled by the Firewall/SIParator itself.

You can let users call international numbers with a + sign instead of the international prefix.
For this, define the + sign as a Prefix, which means that it will be stripped before the call is
forwarded.

The Min. Tail is set to 4 here, to open for the possibility of three-digit local extensions,
which should not be handled by the Dial Plan.

Matching Request-URI (Help)

] | Use This ... |... or This
Edit Row Name —-— - - Delete Row
|Preﬁ: |Head |Tall |H1n, Tail |Dumam IReg Expr
|D |Exlema| numbers | | |D..9 |4 |'luc.1| | | |
0O International numbers |+ | |D..9 |‘1 “local | I ]

In the Forward To table, you define where calls should be forwarded. This is used in the
Dial Plan table below.

In this case, the calls should be forwarded to your SIP operator account that was defined
before. You select the account under Account.

The calls can also be forwarded to your SIP operator using the operator’s IP address in the
Replacement URI field.

Forward To  (Helg)

|U5e This ._| - Or This |..-Dr This

Edit Row Hame Subno. Delete Row
| Account |P.eplacement Domain |Pnn |Trar\spn-rt |Re-g Expr

[0 [Fsropemal | poezwawa | [ [ [0

12



At last, you combine these definitions in the Dial Plan table. Make one line for
international calls and one for other calls, because we need to add the international prefix
for international calls only.

Dial Plan  (Helg)

el | From (L iuri] Action Forward| Add Prefic  |Enum | Time — Delete

Riow Header | o To  ||Forward |EHIJII Root [Class Row

] [P-PBEX finternational fForward |SIF an . 247 [Change prefix for international calls. | [
numbErs Qperaioe

D 2 ||IPFBX [Exiermal Farward |SIF E 247 [Exiernal calls sent o operatar |:|
wiimbers Operatog

Now, when a local user calls an external phone number, the Firewall/SIParator will route
this call to your SIP operator and rewrite the signaling to use your SIP operator account.

Incoming Calls

All incoming calls from the operator should be forwarded to the PBX. This is done on the
Dial Plan page.

On the Dial Plan page, you define what type of calls should be redirected to your SIP
operator. First, turn the Dial Plan on.

Use Dial Plan (Help) Emergency Number (Help)

® oOn 011
) off
() Fallback

In the Matching From Header table, you define from which network the calls can come.
You can also select what the From header (that tells who is calling) should look like. This is
used when matching requests in the Dial Plan table below. Name each definition properly,
to make it easier to use further on.

In this case, we only need to define the operator by its sending network.

Matching From Header (Help)

|  UseThis.. |..OrThis
[Us-tmamr |Dnmnin |Iltg Expr
“ | Any SIP Operator | []

Edit Row Mame Transport| Network |[Delete Row

®

| SIP Operator

In the Matching Request-URI table, you define callees. This is used when matching
requests in the Dial Plan table below.

In this case, you want to define the calls that should be routed to your PBX, which is call
destinations where the usernames consist of numbers only. For extra matching, enter the
outside IP address of the Firewall/SIParator, which the operator will be using.

13



Matching Request-URI (Help)

Edlit R N e THE - S Delete R
™ """ [Prefix [Head[Tail Min. Tail| Domain |[RegExpr]|
0O |Ir'|tn-ming :.1||5| | |u_.5|4 |153.12_253.115| 0

In the Forward To table, you define where calls should be forwarded. This is used in the
Dial Plan table below.

In this case, the calls should be forwarded to your SIP operator account that was defined
before. You select the account under Account.

Enter the IP address of the IP-PBX in the Replacement URI field. This will make the
Firewall/SIParator replace the domain part in the incoming call with this IP address. The
username part of the URI will be kept.

Forward To  (Help)

|use This ...| ... OF This |... Or This

Edit Row Delete Row

Hame |[Submo.

| Account Illeplacemerlt Domain |F'nrt |Tran5.pnrt |Eeg Expr

||:| |+ pEx|1 | |10.47.2.77 | | | ||j

At last, you combine these definitions in the Dial Plan table. Select the operator and the
Request-URI, and forward to the PBX.

Dial Plan (Help)

Ed || From |l wnil Action Forward| AddPrefix  [enum | Time comment [P

Row Header = To ||.-uma,d EHUM | Reot |Class Row

| =P Incomimg Forward [PEX - 247 O
Operator [calls

Finally, go to the Save/Load Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Lood [T User
CITTOTN Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

IED seconds

Apply configuration

14
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