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Double-Take — ShoreWare Director Failover Configuration

The first step to deploying IP telephony in a secure manner is to follow the best practices in secure
network design, and in today’s world, this demands more than just a firewall between the LAN and the
internet. Enterprises must design their network from the ground up with security in mind. Only with this
solid footing can IP telephony be added to the network in a safe, secure manner.

Overview

Double-Take provides ShoreTel with the ability to have one
active ShoreWare Server and another as a hot standby.

Software Versions
Double-Take: 4.4.1.0 Build: 4.4.0.1352.5
ShoreTel 5 Release 1.2 to ShoreTel 6.1

ShoreTel 6.1 Licensing

Customers running redundant servers leveraging Double-
Take when they upgrade to 6.1 (with tighter license
control), Will need to request a duplicate set of Feature
Keys and System keys for the 2nd server. This is new with
ShoreTel 6.1 since keys are now locked to the MAC address
of the servers.

Process a customer/partner needs to request System keys
for both systems (Primary and Backup). Order Manage-
ment will issue a full set of keys for the 2nd server.

Configuration

Note: Two terms which are mentioned throughout this
document are Source and Source is mentioned we are
talking about the “Primary” server. Target represents the
“Backup” server.

Build Two Windows Servers

1. Both systems must have all the required software for

ShoreWare Director.

a. It's important that both servers be on the same network
(Broadcast Domain). Example: 10.1.1.x / 255.255.255.0
contact your network administrator for further assis-
tance if needed.

2. Install ShoreWare Director Software on both systems.

Note: Must be same version of software!

a. On the “"Target” system make sure all ShoreWare

“Services” are set to "Manual”.

3. Install Double-Take software on both the “Source” and
“Target” servers. Follow the instructions for the initial
installation from Double-Take.

a. Normally just accepting defaults during install should
be okay.

b.Reboot .

Double-Take Management Console “Base
Setup”

1. Launch management console for both “Target” and
“Source” system.

2. During initial launch of management console a prompt
saying “Welcome to Double-Take"” will be presented.
Simply click “Cancel” (Figure 1).

Welcome to Double-Take i x|

‘2ZDouble-Take

Have the Contection wizard quide you through
the creation of your first connection using servers
listed in the left hand pane.

Fake pour first conhection

Cancel 5 | E wit thiz window and establizh connections matually

by
[~ Don't display this startup screen again

Figure 1

3. Management Console “Options Configuration”

a. From management console click “File | Options” (Figure 2)
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Import server group configuration. .

Expart server group configuration, .. d.Next go to “Automatic Service Discovery” and make
== sure “Heartbeat Advertisement is checked and the port
| v 1 C:\Program Files\DoubleTakelddministrator . wsp used is 8000 (Figure 5).

e
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Figure 2
W Heartheat fdver
b.From the “Management Console Options” window Port: [:'S
make sure the tab for “Configuration” is selected

(Figure 3)

Figure 5

Management Console Options i!

e - _ 4. Management Console “Failover Control Center”
Configuration |Statlshcsl Secunt_l,ll Language!

Gite Moritar a. From the Double-Take Management Console select
Ehack Ehatle Tiaralsec) Bl : “Tools | Failover Control Center..."” (Figure 6)
Mizzed Status Besponzes: 2 = 5. Click "OK" to complete.
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Figure 6

a. From Failover Control Center click “Settings | Communi-

ok, I Cancel | Help | cations...” (Figure 7).

Figure 3

c. Go to the “"Network” area and change the “Status
Transmit Port” value to 8005 (Figure 4).
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Figure 7

b.The “Set Communications Parameters” window will be displayed. Change the Service and Heartbeat ports both to
“8000" (Figure 8) followed by clicking “OK".

Set Communications Parameters _5'

Service Transmit Port;

Heartbeat Listen Port:

[IF | | Cancel I

Figure 8

c. At this point all windows on both the “Source” and “Target” should be closed with the exception of the “Double-Take
Management Console”.
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Windows Server “Services” Configuration

Open “Services” for both the “Target” and “Source” windows server:
a. Normally done by clicking “Start | Programs | Administrative Tools and then Services”.

Windows Update

WinZip

Programs @ Accessaties

IEI '-%] Component Services

Documents @ Double-Take
] @ Metwork Associates
= Settings
(o : In
EE:} ShoreTel
o Search @ Snaglk &
= » (= winzip
™ R Windows Journal Viewer
"

»

% Fur. .. ¥
=
=
§ Shut Down. .,

1. Restart Double-Take Service on “Source” system.

ble-Take Starked

Autamatic

LocalSwystem

%Event Log et Logs evenk,., Started Autamatic LocalSystem
%Fax Service e Helps wou ... rlanual LocalSystem
%File Replication s Maintains fi. .. Manual Local3ystem
%FTF‘ Publishing Se el Provides F...  Started Automnatic LocalSystem
%IIS Adrnin Service Allows adm...  Started Autarnatic LocalSyskem
i Trdavinn Sarvice AT i Pz =l I A slShckarn

2. Restart ShoreWare Software Telephone Software on “Source” system.

ioFeare Software Tn-'||-'|:||'|l iy Switch Started Autarnatic LocalSyskem

%Shure'ﬁ-‘are Telephory Management Server S Started Automnatic LocalSwstem
%Shure'ﬁ-‘are Woice Mail Application o Started Automnatic LocalSwskem
%Shure'u‘-.-‘are Woice Mail Message Server Pt Started Automatic LocalSystem
%Shure'-.-‘u‘are Moice Mail Port Manager ez oo Started Automatic Local3ywstem
%Shnre'ﬁare Workgroup Server M v Sharked Aukomatic LocalZystem
&-ﬂ. Clmmemla RA-] To mm el E Fombe -l SoRATAY e . s [ ] S Sy | [ S & | IS [ Sy
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3. Start ShoreWare Software Telephony Switch on

%ShDrEWarE IP-Phone Display Service
8 Shoreware Motification Server
%Shureh‘u‘are Part Mapper

ShoreWare

Software Telephony Swi

%Shﬂreware Telephony Management Serw

%ShDrEWarE YWoice Mail Application

%ShDrEWarE YWoice Mail Message Server

%ShDFEWar’E Yoice Mail Port Manager
%Shﬂreware Workgroup Server
st . . & -

the “Target” system.

Controls the display and advanced feat, ..
Motifies ShoreTel application services af, ..
Manages the registration ports For OMNC, .

tch hosts call endpoints Faor ...
The telephore platform for Shoretware ...
Woicemail services provide user mailbo ..
Yoicemail services provide user mailbo: ..
Woicemail services provide user mailbo ..
Manages configured Warkgroups, Que. ..

4. Restart Double-Take service on “Target” system.

SRR e e Crmm e .

Double-Take
58@Event Log

Logs event. ..

Started
Starked

Aukomatic
Aukomatic

E%Fax Service Helps wou ... ranual Local3ystem
%File Replication Maintains fi... Manual LocalZyskem
%FTP Publishing S& - Provides F...  Started Aukomatic LocalZyskem
%IIS Adrmin Service 8 Allows adm...  Started Aukomatic LocalSyskem
e Trdavinn Sarvica T e Pz =l | AralSuckam

5. Stop the ShoreWare Port Mapper service on “Target” system.

vy are Part Mapper
%ShDrEWaFE Software Telephony S
%Shurew.ﬂre Telephony Manageme
%Shﬂreware Woice Mail Application

%Shurew.ﬂre Yoice Mail Message Se

Fes

Pack=

Automatic

Started
Skarted

Manages k...

The Safts, ..

Autornatic

The teleph...  Started Automatic LocalSwstem
Yoicemail 5., Started Automatic Localaystem
i Yoicemail 5., Started Sutomatic LocalSystem

6. Stop the ShoreWare Software Telephony Switch on “Target” system.

%Shnreh‘-ﬂare Part Mapper
b =
%Shnre'u‘-.-‘are Telephony Management Server
%Shnrew‘are Yaoice Mail Application
%Shnreh‘-ﬂare Yoice Mail Message Server

%Shnrew.are Yoice Mail Port Manager
8 chnretdare Wnrkaronin Server

Software Telephony Switch

Started
Starked

Aukomatic Local3ystem

Manages ...

Aukomakic LocalSystem

Aukomatic LocalSwstem
Aukarnatic LocalSwskem
Aukomatic LocalSystem
Aukomatic Localystem
AniknrmAkir I nralSwskem
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Double-Take Management Console “Main Configuration”

Launch Double-Take Management Console, select the following “Start | Programs | Double-Take"” followed by “Management

Console.

‘indaws Update

WinZip

i b
E PEyare (5 Accessories
@ Administrative Tools »
} } Documents [ =
@_ % i " @ MNebwork Associates
C ettings
F - @ ShoreTel
b :
o @ Search v (5 Snaglt &
8 @ Startup
o He & winzip
L]
§ @ R &5 Internet Explorer
-E L?:l Outlook Express
§ E D @ Windows Journal Yiewer
P windows Media Flayer

=yl (=" =

Note Repeat steps 1 — 4 for both the “Source” and “Target” Logon I: dellzpst600

systems.
1. Right click on server being modified (Source or Target) Uzername:; |.-'1'-.dministratnr
and click “Logon...". =
Fassword: ||
&% Administrator - Double-Take Management Consaole Dlomair: IFEHH.&W

JJ File Yiew Monitor Insert Tools Help

i

JJ#|D@Eﬁ|E'ﬂ EI|%E@EE [¥ Save Password 0k I T |
dell:pztE00: Source & T arget
E||_ﬂ] Double-Take Servers Replication Set I Zan
=[] Auto-Discovered Servers . . " o
i 3. Right click on the server name and select “Properties
&
...... = B Ferrari Refresh
e |c|e||:-:|:.|stEDD: Source & T arget
Hide Elﬁj] Double-Take Servers Replicat
El‘lf_i"’g] Auto-Discovered Servers
m - G MM
Logaouk - ferra Refresh
Shutdown
Remove
Pause Target Hide
Fesume Targek
Logon...
T L4
Logouk
Bl Shukdawn
Pause Target
Resume: Target
2. Logon prompt will be presented, compete login. e .
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4."Server Properties window will be presented, click on the tab named “Network” and change the “Status Listen Port” to
“8005". Next click "OK".

Server Properties x|

Target I Database | Logaing | E -mail Natification
General |  Setup Netwok | Queve | Sowce |

/W Changing the values on this page will not take effect until the
Double-T ake service has been restarted on the specified system.

~ Interface
Default Address e
Default Protocol fTcPAP 1
Service Listen Port: 8000 —
Heartbeat Transmit Port: 8000 ;I
Status Listen Port: 8005 =
—Heartbeat
Time between Heartbeats (seconds): 3 _:l
Mizsed Heartbeat Limit: 10 .;l

| 0K I Cancel Help

Open “Services” for both the “Target” and “Source” windows server:

1. Normally done by clicking “Start | Programs | Administrative Tools and then Services”.

% Windows Update
E Winzip

E ST (5 Accessaries r
IE Adrninisk g [E‘i] Component Services
-.'m"'} Docurments g @ Dauble-Take 3
@_ % i . @ Metwork Associabes r
S? : = (53 shoreTel r
L1
o Search > @ Snaglt & r
= (5 winzip ’
N @ Help EF_; Windows Journal Yiewer
L]
- »
% Fun... &
=
=
E @ Shuk Down, ..
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2.Restart Double-Take and ShoreWare SoftSwitch service for
both the “Target” and “Source” servers.

Replication Setup
From the “Double-Take Management Console”.

1.Right click on “Source” server and click “Logon...".

&% Administrator - Double-Take Management Console

JJ File Yiew Monitor Insert Tools Help

[ DEdt|pdnes Eaeye
dell:pztE00: Source & Target
Replication Set I Zan

=1L Double-Take Servers

=1 Auto-Discovered Servers
& D
& B Ferrari

Refresh

Remaove
Hide

[Logout !

Shutdawn

Pause Target

Festume Targek

Tt L4

Properties

2. Logon prompt will be presented, compete login.

Logon to dellkpste00 i E]

L“. |sernarne; I.-'-‘-.dministratnr
Pazzword: I|
Dormair: [FERRARI |

V¥ Save Password

=]

Cancel |

3.0n the “Source” server right click and select “New"” and
then “Replication Set”

ferrari; Source & Target

[=1-[ff] Double-Take Servers Replication Set

Cannec

[=l |_ﬂ] Auto-Discovered Servers
-3 R delkepsten
Refresh

Remowve
Hide

Logon,..
Logouk
Shutdown

Pause Target

Resume Targek

) Group

Message \Window

o EETE

Server

Properties

4. Give the replication set a “name”

5. Select the “Shoreline Data” (<drive letter>\Shoreline

data) file from the “Source” system. Check the box for the
folder.

|:| "_j (c MTFS)

M i DATA(D: - NTFS)

|j ["1 3 Blake Foundation
L0 msdawnld, tmp

[T ] RECYCLER

_ %‘] Shoreline Data

[ System Yolume Infor

~o [ ) wUTemp

6. Right click the replication set and select “save”.

® W 1
E ] Conneckion Manager. ..
B

i3 Add Device, .,

)

i Lrda

)

- HIE

Celete

Properties
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7.Select the “Replication Set” again and select “Connection Manager...

Connection Managet. ..

fdd Device, .,

Jnde
Saye

Delete

Properties

8. The new window will display the “Connection Manager”. Choose the “Servers” tab.
a. Select the “Source Server” from the drop down.
b.Select the “Target Server” from the drop down.

Connection Manager I ﬂ

Servers I Mirroringl Transmitl Werify I

Select Source Server, Replication Set. Target Server, and Route. Defing the
destination pathz and connection options.

E Source Server: [E| Replication Set:
I ferrar L! I ShoreBackup ;I
B} Target Server: Route:

! =l =

ferari k
Diaghostics

tappings & &l ToOne " OneToOne
Source Path | Target Path
L’“ ¥ Start Mirmar on connection % ¥ Start Replication on connection

Connect I Cancel Help
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Connection Manager

Servers I Mirn:uringl Drphansl Transmitl Werify | Cu:umpressiu:unl

Select Source Server, Replication Set, Target Server, and Route, Define the
deztination paths and connection optionz.

g Source Server:

[E] Replication Set:

I ferrar

B} Target Server

B

IShDreB ackup

Foute:

| dellxpste0n

&

|1n.5.0.2a - 8000

x|

9. Once complete the mappings will show the path to both the “Source” and “Target” system. And click “Connect”. Note:
Must select “root” of directory for where “Shoreline Data” file is located.

tappings % AllToOne " OneTalne
Source Path | Taget Path ]

D

[h W Start Miror on connection

% W Start Beplication on connection

Help

Eonnec; I Cancel
L

10. Management Console will now display the information on the “replication set” for both the “Source” and “Target”. Wait
for the “mirror status” to complete and state “idle or 100%”

J|5Ie Wiew Monitor  Insert

Tools Help

|aDsds | cemee FREuSEh|? |

ferrari: Source & Target

= [ Double-Take Servers

b EA B dellxpstenn
= B35 Ferrari

PE

=[] Auto-Discovered Servers

[+ (T - NTFS)
[ £ DATA (D! - NTFS)

i _] Blake Foundation

. msdawnld.krmp
[H-{] RECYCLER
Shoreline Data
System Yolume Information
WTemp
-[#] ShoreBackup

=20

=- ¥ @ DATA (D! - NTFS)

-NTFS)

Elzke Foundation
msdownld.tmp
RECYCLER,

Shoreline Data
System Wolume Inforr

Replication Set | Connection 1D | Target Name | Target 1P | Target Status | Tra on Status | Sent (Bykes) | Sert o
¥ ShoreBackup 1 dellzpstann Hi05... Ok rted Ide II'\\y Ready 112,646,521

4
Source [ Target /

Ready
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11.Verify mirroring by opening “Windows Explorer” for both the “Source” and “Target” system. Next compare data files such
as call records or shoreware.mdb. Look at the size and date type information. The files should have the same information.

Setting up “Failover Scripts”
1. From the Management Console of Double-Take select “Tools | Failover Control Center”

&8 pdministrator - Double-Take Management Console e =181 x]
“E\\a Wiew Monitor Insert | Tooks Help

”’ | DEHE | = Comnection Manager... hi B ‘ ? ‘

Restaration Manager...
terrari: Source & Target

=1 [ Double-Take Servers = F’\nectinn 1D | Target Mame | Target 1P | Target Status | Transmit Made | Mirror Status | Replication Status | Sent (Bytes) | Sent ¢
= [ Auto-Discovered Se Connection Wizard. . dellxpsts00 /105, OK Started Tdle Ready 112,608,446
i R dellxpste00 L
= BBy Ferrari
9 (C:-NTFS)
-2 DATA (D - NTFS)
Blake Foundation
msdownld.tmp
RECYCLER
Shoreline Data
System Yolume Information
] WUTemp
=& ShoreBackup
-3 (- NTFs)
=M & DATA (D: - NTFS)
B[] ] Blake Foundation
* 1) msdawnid.tmp
@[] 7] RECYCLER
1l ] shareline Data
[ 7 System Volume Inforr
[ wuTemp

4 | 2

Source 4 Target

< |

5]

Launch Failover Control Center 5]

2.Select the "Target” machine from the drop down.
a. Click “Login” and complete
b. Then click “Add Monitor..."”

-'—-.|'— Failover Control Center 1 _ﬂglil

File Monitor  Settings Help

Target Machine:
[FERRARI | Add Target . |

FERR&RI Q

Login

Sdd b aritor..

Femayve Monitar

Edit Maritar, ..

[pdate Shares

Failawer

Failback

Mot logged into server.
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3. From the “Select Machine” window click on the “Source” server.

select achne F
|woRKGROUP | oK |

M achine Manme | Source |
ALIEM Ma
ez

Cancel |

4. From the “Monitor Settings” page confirm the following:
a. "ltems to failover” are checked for IP Address, Server Name and Shares
b. Manual Intervention is unchecked Note: Not required by ShoreTel

Note: Make sure the “Current IP Address” field displays current Target server IP address. If blank or incorrect IP Address
“highlight” the IP address field in “Names to Monitor” and click “Target Adapter” drop down and select the correct adapter!

romtor Settings - DELLAPSTEO0 x4
Mames to Monitar: Target Adapter:
=1~ 2 FERRARI |[3] 3Com EtherLink 104100 PCI For Complete PC Management MIC [3E905;|

105013
i Method to Manitor for Failover:

I Metwork Acoess [ICMF]

&

. =1 kP Add :
Monitar Interyal: 5 = il gz
i ooz |’
: : =1
Miszed Packets: Fes

[ IE Flaceholders |

— Failower Trigger
& 4l Monitored P Addresses Fai

£ fne tonitored 1P &ddress Fails

— Failover Method
% & dd Sounce [dertiy to T anget

) Feplace Target [dertitywith Source

— Iterns ta Failover

% 1P Address(ss) % o
T v A\Sf:ilfbl-lle? Share Mapping File [If

= &)
V¥ Server Mame

I™,. Manual Intervention

Active Directony:
™ Failover Hosthame

¥ Sharefz) [T Failback Hostrame:

Insert... I Account... I oK I Cancel
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5. Create a text file on the target server called “startservices.bat”.
a. Content for “startservices.bat”

rem ***Startup script for DoubleTake failover process***

net start “ShoreWare Account Code Collection Server”
net start “ShoreWare Call Accounting”

net start “ShoreWare CSIS Server”

net start “ShoreWare Database Management Service”
net start “ShoreWare Director Utilities”

net start “ShoreWare Distributed Routing Service”

net start “ShoreWare Distributed Telephony Application Service”
net start “ShoreWare Event Watch Server”

net start “ShoreWare IP-Phone Configuration Service”
net start “ShoreWare IP-Phone Display Service”

net start “ShoreWare Software Telephony Switch”

net start “ShoreWare Telephony Management Server”
net start “ShoreWare Voice Mail Application”

net start “ShoreWare Workgroup Server”

rem ***This script starts all ShoreTel services as part of the DOubleTake failover process***

6. Click on “Scripts” button (above image) the Scripts window will be displayed.

a. Un-check both boxes “Delay failover until script completes” and “Delay failback until script completes”.

b.Set the Post-Failover file to the “startservices.bat” file created in step 5.
c. Click OK

— Target

Pre-Failower:

[ Delay failover until script completes

Post-Failover:

iE: ‘atartzervices. bat

Pre-Failback:

[T Delay failback until script completes

Post-Failback:

B N E

— Source

Post-Failback:

2]

[~ Make these scripts defaults for future monitar sessions

]9

Cahcel |
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7. Click OK on the Monitor Settings window.

Once a Failover has occurred, and the reason for the failover has been resolved, then it is time to plan for a fallback back to
SOURCE. This process must be planned during an off-hours timeframe to minimize the impact to end users. The fallback
process takes 20 to 30 minutes to complete.

The SOURCE server must be disconnected from the network prior to initiating the fallback process.

1. Stop all ShoreWare services on SOURCE.
2. Stop all ShoreWare services on Target server.

3. Shut Down the ShoreWare Com+ application on Target server (Start > Programs > Administrative Tools > Component
Services > Local Computer > Select ShoreWare > Right click to shut down.).

4.Open the Failover Manager on Target server and click the Fallback button. When the “Fallback Complete” message
appears, reconnect SOURCE to the network.

5.When the “Continue Monitoring?” window appears, select Stop to disable active failover monitoring.
6. Open the DoubleTake Management Console. Select the ShoreTel replication set and right click to select “Disconnect”.

7.0Open the DoubleTake Restoration Manager and select a restore from Target server to SOURCE. The system will now copy
the new ShoreWare files back onto SOURCE so it is up to date. This process takes ~20 minutes. You will know the process
has completed when the Restoration Replication set disappears from the Management Console.

8. Restart both servers. SOURCE will now come fully back online and active.

9. Log into the DoubleTake Management console and restart the previously disconnected ShoreWare replication set. This will
re-initiate the mirror process from SOURCE to Target server. Wait for the mirror process to be completed.

10. Log into the Failover Manager and restart the failover monitor of SOURCE to Target server.
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