How to Configure DSCP on a Windows 2012 Server
Answer
Details
Packet captures from ShoreTel servers are indicating no DSCP tagging is placed causing packets to not be prioritized over the network as desired.

For steps on configuring Server 2008 please see article 000001964. Please note there are some additional options contained in 000001964 for more granular QOS rules which may be of interest.

Please Reference ST AN10326 – Data Network Best Practices for Shoretel VoIP for more detail surrounding our networking best practices: http://support.shoretel.com/kb/view.php?id=kA4C00000008c5EKAQ 
Answer
Please see the following instructions below to enable QOS on the Windows Server. For additional details on this configuration please contact Microsoft Support.

If the Server is on the Domain: 
· Click the windows icon and search box type “edit group policy” and hit the search item to open up the Local Group Policy Editor.Under Computer configuration->Windows Setting select policy-based QoS. Proceed to steps following the first image.
For Servers Not on the Domain: 
· Open the Run Prompt
· Type mmc and then enter
· Click file then Add/Remove Snap-in 
· Select Group Policy Object Editor
· Select the server you are working on
· Under Computer configuration ->Windows Setting select policy-based QoS
[image: User-added image]
· Right click and select Advanced QOS Settings
· Select the DSCP Marking Override Tab
· Check the check boxes to allow application to control DSCP marking request as below and select OK
[image: User-added image]
· Again right click policy-based QoS to create new policy. Enter the name of the policy.  In the “Specify DSCP value” enter the same DiffServ/ToS value specified in the director. Note that this value should be in the range of 0-63. Click next. Note: value defined in the screenshot is an example not the expected configuration.
[image: User-added image]
· In the next dialog leave all the default value and click next.
[image: User-added image]
· [bookmark: _GoBack]From the drop down menu, select TCP and UDP and leave the default value for all other parameters. Click Finish. This will enable DSCP in the box.
[image: User-added image]
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05CP Marking Overice

Use of DSCP markings can be restricted to only QoS polces. This
setting apples to the entre computer.

Control DSCP marking requests from applicatons and services:

‘Allow applications and services to set DSCP values
independently of QoS polces.

Ignore DSCP marking requests from appitcations and services
Only QoS polcies can speciy DSCP vales.

Learn more about Advanced QoS Settings

Lo [ems | ]





image3.jpeg
Create 2 QoS polcy

QS policy applies a Differentiated Services Code Point (DSCP) value, throttie ate, or both to
outbound TCP, UDP, or HTTP response traffc.

Polcy name:

Example Policy|

[Ispefy DSCP Value:

[Ispecfy Outbound Throttie Rate:

1] [keps

Learn more about QoS Polces
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This Qos policy apples to:
© All applcatons

O only appications with this executable name:

Example: appication.exe or SProgramFiles % \appication.exe.
(O nly HTTP server applications responding to requests for this URL:
Include subdrectories and fles

Example: http:/fmyhost/trairing/ or https:/[</training/
Example of non-standard TCP port: hitp:/fmyhost:8080)training/ of htps: fmyhost: firaining/

Learn more about oS Polcies:
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Spedify the protocol and port numbers.

AQos polcy can be applied to outbound traffic using a specific protocol a source port number or
range, or a destination port number or range.

elect the protocol tis QoS policy apples to:

TP and UDP_v.

Specify the source port number

® From any source port
(O From this source port number or range:

Example for a port: 443
Example for a port range: 137:133

Specify the destination port number
® To any destination port

O To this destination port number or range:

Learn more about QoS Polcies:





